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Introduction

Local area networks (LAN’s) are computers connected together for the purpose of sharing. This

sharing can include:

 Files and folders

 Printers

 Scanners

 Internet connection etc.

There are two main categories of LAN:

 Workgroup: In this model, all the computers in the network are of equal status

(peers). There is no controlling computer. Share level access is

used where a resource is shared on one computer (peer) and the

other computers (peers) have access to the resource over the

network. This works well for small LAN’s where a printer or a folder

is to be shared.

 Domain: In this model, a computer called a Server is used to control access to

the network and to control the sharing of resources. User level access

is used. In order to gain access to the LAN, a user must have a User

Account with a username and a password. Resources are shared

with named users and permissions set as to the amount of access

the users are given to the resource.
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Types of Server

There are many types of server in use in networks, each with a specific function to carry out. It is

not unusual to group a number of functions into one physical server computer:

 Domain Controller: A server holding a copy of the Active Directory for the

network. Active Directory is a database holding information

about users, groups, computers and network resources in the

domain. When a user logs on with a domain user account, a

network server called the domain controller will authenticate

the user, checking the name and password used against the

Active Directory database.

 File Server: A file server provides a location for shared folders and files -

such as photographs, SolidWorks drawings etc. The Domain

Controller in a network usually carries out the functions of the

file server.

 Application Server: An application server is a server set up to run specific

applications. This could be one application or a number of

applications. If an organisation runs a large database and has

many users, a separate server may be required to take the load

of the domain controller. The application server would run the

database and the domain controller would run active directory.

 Mail Server: In large networks (Corporate networks), the amount of email

coming in and going out of the organisation may be so large,

that a separate server is needed to handle the task. Usually

though, a mail server is a software application run on a

domain controller, a file server or an application server.

 Print Server: A server that controls the printers on the network. Modern

printers can have print server functions built in - the printer

can be connected to the network directly, but print servers

are still used in large networks to control access to printers etc.

 Proxy Server: A proxy server acts as am intermediary between the client

computers and the Internet. It keeps the client computers

anonymous for security reasons. It also caches web pages to

speed up Internet access for the client computers. It can also

be used to filter Internet content.



Network Hardware

In order for communication to take place between computers, a data path must exist between

them. This can be:

 Wired - using cables

 Wireless - using carrier waves (radio waves etc.)

 A combination of wired and wireless (Hybrid)

Network Adaptors

To network computers, the computers must have network adaptors (network cards) installed.

These can be wired cards, in which cables must be used to connect the computers together, or

wireless cards, in which no cables are required. Both wireless and wired cards can be used in the

same network.

Network Switch

Network switches and network cables are used to connect the computers in the network to each

other. They form the data path between the computers.
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Wireless Access Point

Wireless access points are used to connect wireless computers to a wired network. They have

an antenna to communicate with the wireless computers and are cabled to a network switch to

communicate with the wired computers.

Network Router

A network router is used to connect a network (LAN) to the Internet or to another network.
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Network Software

In order for the networked computers to communicate with each other, network software is

required. This software is called a network protocol and is basically a set of rules to control the

communication between the computers. Rules cover items such as:

 How communication will be started between the computers

 How communication will be ended between the computers

 How much data can be sent at one time

 How will data errors be discovered and corrected

 How will communication with the Internet will take place etc.

The protocol used in modern networks is called TCP/IP. This stands for Transmission Control

Protocol/Internet Protocol. To use this protocol, a number of settings must be configured on

each computer. The settings are configured in the Internet Protocol (TCP/IP) Properties dialog

box:

The terms used in this dialog box are extremely important in the setting up of a computer network.

They are divided into two sections marked 1 and 2 above.

1

2
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IP Address

Small networks use Class C addresses. In a class C address, the first three numbers are fixed

and the fourth number is changed to give each computer a unique IP address. The first three

numbers are the address of the network and the fourth number is the address of the actual

computer on the network. The computer below is computer 1 on network 192.168.1.

E.g.:

In a four computer network, the IP addresses could be:

 192.168.1.1 - 192.168.1.2 - 192.168.1.3 - 192.168.1.4

Subnet Mask

The subnet mask shows what class the IP address belongs to. It shows what part of the IP address

is fixed and what part changes.

 255.0.0.0 - Class A network

 255.255.0.0 - Class B network

 255.255.255.0 - Class C network.

The three 255’s fixes the first three numbers in the IP address as the Network address. The

last number changes to a number between 1 and 254 and this means that the network can have a

maximum of 255 computers.

Default Gateway

The default gateway is the IP address of the Router. A router is used to connect the network to

the Internet. The gateway address is the address used to leave the network. The example below

is the gateway address for a router connected to Eircom Broadband. The address would change

for different ISP’s.

Fixed (network address) Changes (actual computer)
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DNS Server

Resources such as websites held on computers are assigned user friendly names called Uniform

Resource Locator (URL). We use these easy to remember names to find resources such as

www.google.ie, www.t4.ie etc. Computers use the IP addresses of the computers holding the

resources to locate them.

A DNS (Domain Name Service) server is a Database used to link the Domain name (www.t4.ie)

to it’s IP address (82.195.130.32 ) etc. Each ISP has it’s own DNS servers although it doesn’t

matter which ones you use. The IP addresses of two DNS servers are normally listed in the

configuration in case one server is offline for any reason. The DNS servers shown below are for

Eircom broadband.

ISP DNS servers:

DNS server entries

ISP DNS Servers

Eircom 159.134.237.6 - 159.134.248.17

Digiweb 83.147.160.2 - 83.147.160.3

Net 1 80.249.249.249 - 80.249.249.250

BT Ireland 194.125.2.240 - 194.125.2.241

Heanet 87.32.4.16 - 87.32.4.24

URL IP Address

www.google.ie 216.239.59.103

www.microsoft.com 65.55.21.250

www.mozilla.com 63.245.213.11
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DHCP Server

Dynamic Host Configuration Protocol is a system used to automatically assign IP information to

network devices such as PC’s and printers. It is called Dynamic as the IP information can change

depending on the length of the Lease given with the IP information. IP information set manually

is called Static addressing. Dynamic addressing simplifies network administration because the

software keeps track of the allocation of addresses. New PC’s are easily added as the IP

information necessary to join the network is automatically given.

In Workgroups, it is usual for the Router to supply dynamic IP information, if dynamic

addressing is being used. In Domains, it is usual for the Server to provide the IP information.

Checking IP Information in Windows

 Click Start and Right-click My Network Places. Click Properties

 Right-click the Local Area Connection click Properties
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 Click Internet Protocol (TCP/IP) and click Properties

 The Obtain an IP address automatically radio button is ticked which means it is

available for Dynamic addresses.

Checking IP Information in Command Prompt

 Click Start and click Run
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 Type cmd in the Open field of the Run box

Type ipconfig/all in the Command Prompt window

 The IP information is shown

 IP address - 192.168.0.101 - this can change according to the lease

 Subnet mask - 255.255.255.0 - this never changes

 Default gateway - 192.168.0.99 - the IP address of the Router

 DNS Servers - 192.168.0.100 - the address of the network device holding the

DNS database

 Lease - the length of time the IP information is given

to the network device
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